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Foundational Security Controls Survey

OVERVIEW 
Tripwire conducted a study of 404 IT security professionals and 302 CISO, CIOs and director level IT professionals 
in three critical infrastructure industries in both the United States and United Kingdom. The survey collected 
information to better understand the relative level of confidence that these professionals have in their application 
of five foundational security controls. These controls include:

 »  accurate and complete hardware and software inventory, 
 » system hardening through secure configurations, and 
 » patch and vulnerability management programs. 

These are widely recognized “foundational” security controls and are required across the following global security 
standards: PCI DSS, NERC CIP, SOX, NIST 800-53, MAS TRM, IRS 1075, 20 CSC, COBIT and ISO 27001.

Although study respondents were uniformly confident that their organization has the foundational security 
controls in place, most were uncertain when asked about the specifics. Although there is widespread recognition 
that foundational security controls are necessary and important, the confidence associated with the application of 
these controls between vertical industries is sharply different. Survey responses indicate that organizations have 
not implemented them consistently across the enterprise.

The controls below are widely recognized as crucial and were designed to defend against the most common attack 
patterns. Government and industry experts have extensively reviewed these controls, which are recognized as 
critical inputs to the security risk assessment process. The controls provide crucial input for security automation 
that dramatically simplifies the management of cyberdefenses.
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METHODS
The survey is based on the responses of 404 IT security professionals and 
302CISO, CIOs and director level IT Management in the U.S. and U.K. The 
study was conducted between July and September 2014. 
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ACCURATE AND COMPLETE 
HARDWARE AND SOFTWARE 
INVENTORIES
Both IT professionals and executive 
respondents expressed confidence 
that all the devices connected to their 
networks were authorized and run-
ning authorized software; more than 
three-quarters of IT professionals (77%) 
and C-level and director respondents 
(75%) said they were “confident” that all 
devices connected to their networks were 
authorized. 

U.S. respondents had higher levels of 
confidence than their U.K. counterparts 
in accurate and complete hardware and 
software inventories. U.S. IT profession-
als were confident that only authorized 
hardware (85%) and authorized soft-
ware (81%) running on their networks. 
Seventy percent of U.K. IT professionals 
said they were confident that all of the 
devices running on their networks were 
authorized, and 68% were confident that 
only authorized software was running on 
their networks. 

Financial IT professionals had slightly 
higher confidence levels than average, 
with 80% saying they were confident 
in the accuracy of their hardware and 
software inventories. Among C-level 
executives in the retail industry, only 
two-thirds were confident in the accu-
racy of their hardware and software 
inventories, compared with 82% of 
C-level executives in the financial 
industry. 

Respondents from the largest firms 
(2,000+ employees) had the least confi-
dence that only authorized devices were 
running on their networks (57%), and 
mid-sized firms (250–999) were the 
most confident (86%). 
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Not surprisingly, IT operations and 
senior management had the most con-
fidence (85% and 86%, respectively) 
in hardware inventories, while security 
and risk/audit respondents were the least 
confident (70%). 

Three-quarters of IT professionals and 
69% of C-level executives said they were 
“confident” that all devices on their 
network were running authorized soft-
ware. Retail IT professionals showed the 
most confidence in their basic security 
controls (77%), but retail executives were 
less confident (64%). IT professionals 
in the finance industry had the least 
amount of confidence (72%) that only 
authorized software was running on 
their networks, while finance executives 
had the most confidence.

“It makes sense that medium-sized 
businesses seem to be more confident 
about their network monitoring,” said 
Craig Young, security researcher for 
Tripwire. “Medium-sized organizations 
are more likely to have a greater number 
of resources to invest in network security 
than their smaller counterparts, and 
they have a natural advantage over large 
enterprise in that they have smaller 
networks to monitor. When a network 
grows to several thousand nodes, it is 
much easier for unauthorized devices or 
software installations to slip through the 
cracks.” 

“Information security starts with an 
accurate inventory of the assets in your 
environment,” commented Tim Erlin, 
director of IT risk and security strategy 
for Tripwire. “You can’t protect what you 
don’t know about, and you can’t evaluate 
what’s most important to the business 
without a complete picture as a starting 
point. An inventory of assets isn’t suf-
ficient either. In order to make accurate 
assessments of business priority and risk, 
you have to have a complete picture of 
the asset, as well as the software and 
services it provides.” 
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PATCH MANAGEMENT PROGRAM
Only 40% of IT professionals and 35% 
of C-level respondents said they were 
“very confident” in their patch manage-
ment program, with as few as 10% of 
security professionals saying they were 
“very confident” in their vulnerability 
management program. 

U.S. IT professionals were more con-
fident in their patch management 
programs (48%) than U.K. IT profes-
sionals (32%).

Sixteen percent of respondents from 
firms with an annual turnover of $1 
billion or more said they were “not 
confident” in their patch management 
program, and only 37% said they were 
“very confident.” In comparison, 47% 

confident” in their vulnerability man-
agement program. 

Tim Erlin comments, “Addressing 
vulnerabilities is an incredibly effective 
method for shrinking your attack sur-
face and preventing breaches. A strong 
VM program is, very simply, founda-
tional to successful information security. 
Vulnerability Management is partly 
about the right tools, and partly about 
the right process. If the data you collect 
is inaccurate or prone to false positives, 
you’ll waste time chasing the wrong 
issues for remediation. Accurate results 
are key, but the ability to frame those 
results in the context of the business is 
what drives the most effective mitiga-
tion and remediation actions for your 
organization.”

VULNERABILITY MANAGEMENT 
PROGRAM
US-CERT says 85% of breaches could 
be prevented by remediating known 
vulnerabilities, but only 44% of IT 
professionals and 35% of C-level survey 
respondents were “very confident” 
in their vulnerability management 
program. Seventy percent of security 
professionals—those most likely to be 
directly involved with vulnerability 
management—said they were “fairly 
confident” in their vulnerability man-
agement program. 

Confidence in vulnerability management 
programs was significantly higher with 
U.S. IT professionals (53%) than U.K. 
IT professionals (36%).

Retail IT professionals had more confi-
dence in their vulnerability management 
programs than other industry respon-
dents, with 47% being “very confident” 
and 30% being “somewhat confident.” 

Energy executives were the least confi-
dent in their vulnerability management 
programs, with only 25% being “very 
confident.”

IT operations had more confidence 
in their vulnerability management 
programs (56%) than average, and IT 
security professionals were the least con-
fident (20%).

Almost one-fifth (18%) of executives 
said they’re “not confident” in their 
vulnerability management programs, 
indicating that they are not as effective 
as they would like, and CISOs had the 
least amount of confidence in their vul-
nerability management program, with 
only 28% being “very confident.”

Respondents from larger firms (2,000+ 
employees) reported a similar level of 
concern, with 18% saying they’re “not 
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of respondents from businesses with an 
annual turnover of less than $500,000 
expressed confidence in their patch man-
agement program.

Some 17% of respondents working in 
the retail industry and 14% of respon-
dents working in energy industry said 
they were “not confident” in their vul-
nerability management program. 

“There’s a clear connection between 
patch management and vulnerability 
management as demonstrated by the 
data,” said Tim Erlin. “Relatively few 
organizations are confident that they 
can find all of their vulnerabilities and 
apply patches consistently, yet these are 
some of the most fundamental security 
controls.”

Erlin continued, “According to the 
Council on CyberSecurity, NIST, the 
PCI Security Standards Council and 
many others, establishing an inven-
tory of all the devices and software on 
your network is a fundamental control; 
however, the majority of organizations 
are not confident in their ability to do 
so. If we can’t simply identify what’s in 
the environment, how can we protect 
organizations from advanced attacks and 
persistent threats?”

SECURITY CONFIGURATION OF 
COMMON DEVICES
Hardening network devices through the 
use of secure configurations is a constant 
challenge for businesses. This challenge 
has significant payoffs, however; accord-
ing to the Verizon Data Breach Report, 
94% of unauthorized data access was 
gained through compromised servers. 
Given the wide range of devices on 
enterprise networks and the frequency of 
configuration changes to these devices, 
only a small percentage of IT profession-
als expressed confidence in the secure 
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“The reality is that there is very little 
guidance on how to configure peripheral 
network devices,” said Adam Montville, 
security analyst for Tripwire. “While 
DISA and CIS provide good informa-
tion on how to configure operating 
systems, firewalls, switches and other 
major network components, there is a 
surprising lack of configuration stan-
dards for everything else. This lack of 
resources contributes to an overall lack 
of confidence in secure configuration 
management and dramatically limits the 
use of automation to validate and main-
tain secure configurations.”

Montville continued, “When you 
consider all the other technologies that 
are being implemented without clear 
security guidance, such as securing mas-
sively distributed file systems and cloud 
services, the lack of confidence we see in 
these survey results are not surprising.”

IT operations (53%) and risk and audit 
(50%) respondents were most concerned 
about cybercriminals targeting routers, 
firewalls, switches and modems. IT 
security specialists were less concerned 
about routers and firewalls (30%) and 
more concerned about printers and scan-
ners (45%) and video equipment (35%). 

Respondents from the financial services 
industry expressed more concern about 
all device categories being targeted by 
cybercriminals than other industries, but 
they were most concerned about fire-
walls, switches and modems (52%). 

Energy IT professionals expressed an 
average level of concern about all device 
categories, including industrial control-
lers (9%). Retail IT professionals appear 
to be slightly less concerned about all 
categories of devices and expressed only 
an average level of concern about cyber-
criminals targeting point-of-sale (PoS) 
devices (18%).

configuration of common network 
devices:

 » Only 47% said they were “confident” 
in the secure configuration of routers, 
firewalls and modems
 » Only 42% were “confident” in the 
secure configuration of printers, 3D 
printers and scanners. U.S. respon-
dents were more confident (54%) than 
U.K. respondents (39%)
 » Only 25% were “confident” in the 
secure configuration of video equip-
ment, including projectors, cameras 
and televisions 
 » 27% said they were “not confident” in 
the secure configuration of any devices 
on their network

The lack of confidence in the secure 
configuration of these devices is par-
ticularly surprising since they are the 
ones most respondents believe are being 
targeted by cybercriminals. 

Foundational Security Controls Survey
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ABOUT 
TRIPWIRE 
Tripwire is a global leader of advance 
threat, security and compliance auto-
mation solutions. Based in Portland, 
Oregon, Tripwire develops, markets and 
sells information technology solutions 
that provide security and compliance 
automation. Founded in 1997, Tripwire’s 
software and hardware products provide 
organizations control over physical and 
virtual IT infrastructure.

Tripwire’s areas of expertise range from 
enterprise threat protection software for 
real-time detection of advanced threat 
indicators and early indicators of breach 
or compromise, to enterprise security 
configuration management comprised of 
a selection of award-winning solutions 
and services that deliver accurate, fast 
results. Tripwire’s solutions are about 
looking at the big picture but not forget-
ting the details. Tripwire understands 
that protecting your business means 
understanding your critical business 
assets and their risks, which is why 
Tripwire has created services such as 
enterprise security intelligence software 
and cloud security solutions so that you 
can protect every corner of your net-
work, wherever you are. 

Tripwire’s solutions have been developed 
to comply with the frameworks and 
standards set out in the basic founda-
tional controls, including hardware asset 
inventory, software asset inventory, vul-
nerability assessment, patch management 
and configuration assessment.

CONCLUSION
“So why do companies keep get-
ting hacked?” asked Chris Conacher, 
manager of security development for 
Tripwire. “The key issue is the ability of 
an organization to maintain a consistent 
security posture while trying to exist 
within the real world of limited available 
resources and various business pressures. 
Show me a company with consistently 
applied security best practices across all 
areas of operations and I will show you a 
very hard target. Yes, I am sure they can 
still be hacked, but if it happens, I’ll bet 
that the failure of a security best practice 
was involved.”

Conacher continued, “When you ana-
lyze successful APT attacks, the failure 
of security best practices is always a 
crucial part of the attack sequence. 
The “click” by the user is the failure of 
awareness training, elevated privilege 
provided by the user’s log-in context is a 
failure of secure configuration manage-
ment. Access from a user’s machine in 
the HR department to an engineering 
database is a failure in network seg-
mentation. The ability to access data is 
a failure of vulnerability management 
or in the management of privileged 
credentials.

None of the steps involved in APT 
attacks are revolutionary—the strength 
of the APT is the intelligence gathering 
and pre-planning that allows an attack 
to succeed. The good news is that in the 
same way that the attack steps are not 
revolutionary,  neither are the controls 
needed to thwart them.”

Foundational Security Controls Survey
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